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For Immediate Release

FCC CHAIRWOMAN PROPOSES INTERNET ROUTING SECURITY
REPORTING REQUIREMENTS

Broadband Providers Would Need BGP Security Plans and Largest Providers Would
File Quarterly Reports

WASHINGTON, May 135, 2024—FCC Chairwoman Jessica Rosenworcel today proposed
requiring the largest broadband providers to file confidential reports on Border Gateway Protocol
(BGP) security so the FCC and its national security partners can for the first time collect more up-
to-date information about this critical internet routing intersection. BGP is the technology used
for routing information through the physical and digital infrastructure of the internet.

National security experts have raised concerns that, by accessing vulnerabilities in BGP, bad
actors can disrupt critical services that rely on the internet and result in misdirection, interception,
inspection, or manipulation of data. A bad network actor may deliberately falsify BGP
reachability information to redirect traffic. Russian network operators have been suspected of
exploiting BGP’s vulnerability for hijacking in the past. “BGP hijacks” can expose Americans’
personal information, enable theft, extortion, state-level espionage, and disrupt otherwise-secure
transactions.
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] Broadband Providers Would Need BGP Security Plans and Largest Providers Would
o |Incentives to adopt RPKI File Quarterly Reports

. . WASHINGTON, May 15, 2024—FCC Chairwoman Jessica Rosenworcel today proposed

O H u rd le S fa C e d I n a d O pt | O n requiring the largest broadband providers to file confidential reports on Border Gateway Protocol
(BGP) security so the FCC and its national security partners can for the first time collect more up-
to-date information about this critical internet routing intersection. BGP is the technology used
for routing information through the physical and digital infrastructure of the internet.

National security experts have raised concerns that, by accessing vulnerabilities in BGP, bad
actors can disrupt critical services that rely on the internet and result in misdirection, interception,
inspection, or manipulation of data. A bad network actor may deliberately falsify BGP
reachability information to redirect traffic. Russian network operators have been suspected of
exploiting BGP’s vulnerability for hijacking in the past. “BGP hijacks” can expose Americans’
personal information, enable theft, extortion, state-level espionage, and disrupt otherwise-secure
transactions.
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RPKI ADOPTION TREND

RPKI Coverage of IPv4 and IPv6 prefixes since 2019
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RPKI Coverage of IPv4 and IPv6 prefixes since 2019
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RPKI Coverage of IPv4 and IPv6 prefixes since 2019
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EUROPE & MIDDLE EAST

N

A

) § Secured internet routing of Dutch government by end of 2024

04 apr 2023

RPKI Coverage
1

0.8
IT systems operated by the Dutch government have to implement the RPKI standard by the
a end of 2024, making internet routing more secure. This is the ambition of the 0.6
Overheidsbreed Beleidsoverleg Digitale Overheid (OBDO), decided on 30 March 2023. It
means not only new IT purchases, but also existing IT systems will have to comply to the 0.4

standard.
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ARIN VS OTHER REGIONS
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LARGE VS SMALL NETWORKS ADOPTION
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LARGE VS SMALL NETWORKS ADOPTION
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ECONOMIC DRIVER

Government
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COORDINATION BARRIER

Customer
Networks

End Users

Complex Hierarchy

Direct Hierarchy
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CONCLUSION

e RPKI adoption has increased 4-fold over the last 5 years

e The adoption is not uniform
e We discover several disparities - geographical and network characteristics
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Thank You!
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ECONOMIC INCENTIVE

BGP.Tools ROA% ASdb ROAY%
Government 4.88 Government!’ 14.86
Academic 28.54 Colleges 28.46
Mobile Data/Carrier 44.24 Phone Provider 27.65
Server Hosting 45.61 Hosting!? 56.66
Home ISP 53.49 ISPP 42.12

Satellite Internet 79.66 Satellite Comm. 89.26




HISTORICAL ASPECTS

m JPv4 — IPv4 bestfit m IPv6 — IPv6 bestfit
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TRANSITION 2019-2024
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