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● Why do we have two (valid) WHOIS records for the same prefix?
● Who actually “owns” prefix 206.238.0.0/16?

Question



Part I: Ownership
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Focusing on Ownership
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Q. What is NetType?

Focusing on Ownership
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Q. What is NetType?
A. Allocation type of the address; indicates usage rights

Q. How many allocation types exist?
A. Over 20 types across the five RIRs

Focusing on Ownership
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Direct Allocation from the RIR
PSINet, Inc can 

● Use any upstream provider
● Further delegate the address block
● Issue RPKI records
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Direct Allocation from the RIR
PSINet, Inc can 

● Use any upstream provider
● Further delegate the address block
● Issue RPKI records

Delegation from PSINet, Inc
Tcloudnet, Inc

● Hosts services on the addresses
● Is expected to get connectivity 

from PSINet
● Might not have an ASN too!



18

Allocated
Assigned

.

.

.
Allocated PA

Sub-Allocated PA
.
.

Allocated Portable
Assigned Portable

.

.
… > 20 unique 

keywords



19

Allocated
Assigned

.

.

.
Allocated PA

Sub-Allocated PA
.
.

Allocated Portable
Assigned Portable

.

.
… > 20 unique 

keywords

Key 
rights of 

usage



20

Allocated
Assigned

.

.

.
Allocated PA

Sub-Allocated PA
.
.

Allocated Portable
Assigned Portable

.

.
… > 20 unique 

keywords

Delegated Customer

Direct Owner

Key 
rights of 

usage



21

Allocated
Assigned

.

.

.
Allocated PA

Sub-Allocated PA
.
.

Allocated Portable
Assigned Portable

.

.
… > 20 unique 

keywords

Delegated Customer

Direct Owner

Key 
rights of 

usage

● Further delegation
● Provider independence
● Create RPKI Certificates
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Applications
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● Generate signals to classify BGP hijacks
● RPKI Adoption
● Right abuse contacts
● Longitudinal snapshots of the data

○ Frequent changes in resource delegation
○ IP address acquisitions and transfers



Key Challenges

● Decoupling BGP Origin from IP Ownership
● Creating two consistent ownership levels from 22 inconsistent allocation types
● Inconsistent WHOIS records and organization names
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Part II: Organization
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Focusing on Organizations

26

We identify the owner of an IP address using WHOIS, but organizations use 

multiple names on WHOIS!
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We identify the owner of an IP address using WHOIS, but organizations use 

multiple names on WHOIS!

● “Verizon Business” & “Verizon Nederland B.V.”
● “Google LLC” & “Google Fiber Inc”
● “Amazon.com Inc” & “Amazon Web Services”



Focusing on Organizations
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Q. How can we link resources under common ownership?
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Q. How can we link resources under common ownership?

NLP/String Processing?
● Error-prone

○ “Amazon.com Inc” & “Amazon Web Services” ✅ Match
○ “Fastly, Inc.” vs “Fastly Network Solution”       ❌ Not a Match

We need more robust way to link resources without relying solely on org names

We use:
● RPKI Certificates 👈
● BGP Data



Leveraging RPKI to Infer Shared 
Resource Ownership
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Leveraging RPKI
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Resources allocated 
to Org A

We can aggregate 
them irrespective of 
their WHOIS names



Methodology
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Methodology

Problem: Aggregating resources with shared ownership
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Methodology

Problem: Aggregating resources with shared ownership

Solution:

● NLP by itself → error-prone
● RPKI Certificates → not always (some certs put distinct orgs together)
● BGP Origin ASN → not necessarily ownership
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Methodology

Problem: Aggregating resources with shared ownership

Solution:

● NLP by itself → error-prone
● RPKI Certificates → not always (some certs put distinct orgs together)
● BGP Origin ASN → not necessarily ownership

We take the individual solutions and use them together:

Similar Name & (Same RPKI Cert | Same BGP Origin)
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Dataset Sample

Part I: Ownership



Dataset Sample

Part II: Organization



Questions!
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deepakgouda@
deepakgouda@gatech.edu



Additional Slides
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Allocation Types
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Leveraging RPKI
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Leveraging RPKI
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Two kinds of certificates in RPKI
● Resource Certificates (RC): Specify the 

resources that the certificate holder can 
exercise control over

● Route Origin Authorization (ROA): 
Indicates the ASN authorized to originate a 
prefix in BGP

Key Idea: All prefixes within a single Resource
Certificate are administered by the same entity



Leveraging RPKI

49

Resources allocated 
to Org A

We can aggregate 
them irrespective of 
their WHOIS names



Clustering Methodology
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Further Applications
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● Longitudinal snapshots of the data
○ Frequent changes in resource delegation
○ IP address acquisitions and transfers
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