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Background & Motivation
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The Problem
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Border Gateway Protocol (BGP) - the interdomain routing protocol

Source : https://dl.acm.org/doi/abs/10.1145/3517745.3561419
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The Problem
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https://www.catchpoint.com/blog/bgp-hijacking



The Problem

BGP includes no mechanism to validate information exchanged between networks
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Attackers can advertise IP address space without authorization (BGP hijacking)

Source : https://dl.acm.org/doi/abs/10.1145/3517745.3561419

Border Gateway Protocol (BGP) - the interdomain routing protocol



IRR is a database system that allows network operators to publish and exchange information about their 
routing policies and interconnections.
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Solution 1 - IRR (Internet Routing Registry)

Classifies BGP prefix origin as:

Valid - At least one VRP with prefix, ASN and prefix length attributes matching the route
Invalid - All VRPs with invalid ASNs
Invalid Length - Correct ASN, invalid prefix length
Not Found - No covering VRP



A set of cryptographically attested databases containing authenticated prefix-origin information.
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Solution 2 - RPKI (Resource Public Key Infrastructure)

Classifies BGP prefix origin as:

Valid - At least one VRP with prefix, ASN and max length attributes matching the route
Invalid - All VRPs with invalid ASNs
Invalid Length - Correct ASN, invalid max length
Not Found - No covering VRP



The MANRS Initiative
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If we already have RPKI and IRR, why add MANRS also?
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There was no guidance or methodology on how to adopt IRR and RPKI to 
improve the security posture of organizations and ASes
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The Problem (again?)

To encourage collective action among ASes and organizations in adoption of 
routing security best practices MANRS was launched



MANRS (Mutually Agreed Norms for Routing Security) initiative was launched in 2014 by a group of 
networks to advocate for set of security best practices.
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MANRS - Mutually Agreed Norms on Routing Security



Characterize new networks which joined after inception of MANRS
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Paper Objectives

Analysis of difference in implementations of security best practices (actions) between MANRS and 
non-MANRS networks. The level of deployment per network and the conformance is considered.

Study of the impact of MANRS networks on the whole Internet in terms of RPKI registration and Route 
Origin Validation deployment.



Datasets
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IHR Data
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In this paper, IHR prefix origin datasets and transit dataset were used for certain 
calculations



as2Org (CAIDA)
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AS relationship dataset
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AS rank dataset
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https://asrank.caida.org/

https://asrank.caida.org/


Historical MANRS dataset
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Not available publicly - was requested by authors



MANRS Actions
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Security best practices = actions
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What does MANRS do?



849 participants
3 mandatory actions, 1 recommended
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Actions for Network Operators (ISPs)

Action 1 : Prevent propagation of incorrect routing information by checking the correctness of 
their customer’s BGP announcements

Action 4 : Register 90% intended BGP announcements in IRR or RPKI



21 participants
5 mandatory actions, 1 recommended
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Actions for Cloud Providers and CDNs

Action 1 : Implement ingress filtering on peers and customers by checking prefix origin validity 
whenever feasible

Action 4 : Register ALL intended BGP announcements to external parties in IRR or RPKI



Measurements and 
Findings
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Research Questions focused on

Growth of the MANRS 
ecosystem

Participation

What percentage of 
members conform the the 
MANRS Actions

Are MANRS networks 
more likely to filter invalid 
announcements?

Conformance Impact
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Participation
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AS Customer Degree
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Small Networks: Customer degree ≤ 2

Medium Networks: 2 ≤ Customer degree ≤ 180

Large Networks: Customer degree > 180



Small Networks: Customer degree ≤ 2

Medium Networks: 2 ≤ Customer degree ≤ 180

Large Networks: Customer degree > 180

Classification metrics derived from Dhamdhere et. al - Twelve Years in the Evolution of the 
Internet Ecosystem

AS Customer Degree
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Conformance - RPKI

CDF of ASes vs percentage of originated RPKI valid prefixes
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Conformance - RPKI
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68.1%

Small ASes : 24.7% vs 60.1%

Medium ASes : 23.8% vs 41.5%

Percentage of ASes generating only Valid prefixes



Conformance - RPKI
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68.1%

23.6%

Small ASes : 24.7% vs 60.1%

Medium ASes : 23.8% vs 41.5%

Percentage of ASes generating only Valid prefixes

twice as likely to originate only RPKI valid prefixes

less likely to originate RPKI invalid prefixes

MANRS network



Conformance - RPKI

Small ASes : 24.7% vs 60.1%
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68.1%

23.6%

Medium ASes : 23.8% vs 41.5%

Percentage of ASes generating only Valid prefixes

twice as likely to originate only RPKI valid prefixes

less likely to originate RPKI invalid prefixes

MANRS network

Finding : MANRS networks are 
more likely to register in RPKI !



Question

Why do we observe a bimodal distribution in small ASes?
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Question

Why do we observe a bimodal distribution in small ASes?

“Small MANRS ASes were about 2.5 times more likely to register ROAs.” Why?
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Conformance - IRR

median MANRS AS : 63.5%
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median non-MANRS AS : 84%

Large ASes
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Large ASes

Reason?
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median non-MANRS AS : 84%

Large ASes

networks that adopt RPKI, do not update IRR 
records

Reason?



Conformance - IRR

median MANRS AS : 63.5%
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median non-MANRS AS : 84%

Large ASes

networks that adopt RPKI, do not update IRR 
records

Reason?

Finding : Non-MANRS networks are more likely to register only in IRR !



MANRS Actions

Action 4 : Register intended BGP announcements in IRR or RPKI. 
Using RPKI is recommended.
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Action 4 Conformance

40

17/20 CDNs were conformant (1 participant CDN does not announce 
any prefixes!)
Other CDNs have > 98% coverage

CDN - need 100% coverage

Complicated  business relations, hence difficult to get 100% coverage



Action 4 Conformance
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17/20 CDNs were conformant (1 participant CDN does not announce 
any prefixes!)
Other CDNs have > 98% coverage

CDN - need 100% coverage

Complicated  business relations, hence difficult to get 100% coverage

5.1% ASes do not conform
These ASes belong to 15 ISPs

ISPs - need more than 90% coverage

Stub ASes of large networks generating less than 3 prefixes



Case Study
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Three con-conformant CDNs

Three largest non-conformant ISPs



Case Study
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Most prefix-origins that were not conformant were IRR invalid instead of RPKI Invalid. 
RPKI Invalid prefix-origins suffer more visibility reduction in the global routing table



Case Study
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Most prefix-origins that were not conformant were IRR invalid instead of RPKI Invalid. 
RPKI Invalid prefix-origins suffer more visibility reduction in the global routing table
Sibling/C-P : using AS2Org Datasets

- Sibling : Two ASes owned by the same organization
- C-P : Customer-Provider relations



Case Study
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Most prefix-origins that were not conformant were IRR invalid instead of RPKI Invalid. 
RPKI Invalid prefix-origins suffer more visibility reduction in the global routing table
Sibling/C-P : using AS2Org Datasets

- Sibling : Two ASes owned by the same organization
- C-P : Customer-Provider relations

Possible misconfigurations?



Route Filtering - RPKI
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36.0%

non-MANRS : 31/86 (36.0%) ASes propagate no 
invalid prefixes

Large ASes 
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MANRS : 11/24 (45.9%) ASes propagate no 
invalid prefixes



Route Filtering - RPKI
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non-MANRS : 31/86 (36.0%) ASes propagate no 
invalid prefixes

36.0%

45.9%

Large ASes 

MANRS : 11/24 (45.9%) ASes propagate no 
invalid prefixes

Small networks are mostly edge ASes and have 
almost no customers. They propagate few 
prefixes in general.



Route Filtering - RPKI
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Finding :  Large MANRS ASes were less likely to propagate RPKI invalid 
announcements compared to non-MANRS ASes

36.0%

45.9%

non-MANRS : 31/86 (36.0%) ASes propagate no 
invalid prefixes

Large ASes 

MANRS : 11/24 (45.9%) ASes propagate no 
invalid prefixes

Small networks are mostly edge ASes and have 
almost no customers. They propagate few 
prefixes in general.



Route Filtering - IRR
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non-MANRS : Propagate 74.5% IRR Invalid 
announcements

Large ASes 

74.5%
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Route Filtering - IRR
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Finding :  Small MANRS ASes were less likely to propagate IRR invalid 
announcements compared to non-MANRS ASes

non-MANRS : Propagate 74.5% IRR Invalid 
announcements

Large ASes 

MANRS : Propagate 25.5% IRR invalid 
announcements

74.5%25.5%



More findings
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83% of MANRS ASes were fully conformant to MANRS Action 1

MANRS ASes were more likely to be Action 1 conformant
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Prevent propagation of 
incorrect routing 
information
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More findings

56

83% of MANRS ASes were fully conformant to MANRS Action 1

MANRS ASes were more likely to be Action 1 conformant

Action 1 : 
Prevent propagation of 
incorrect routing 
information

RPKI Invalid BGP prefixes were more likely to propagate through non-MANRS networks



MANRS Preference Score
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PSk
MANRS :  MANRS preference score

ASi
MANRS  :  Hegemony score of ith MANRS AS

ASi
XMANRS:  Hegemony score of ith non-MANRS AS

Hegemony Metric: the fraction of AS paths that transit a given AS to reach 
a specified set of address space



MANRS Preference Score
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Source : https://www.caida.org/catalog/media/2022_mind_your_manrs_imc/mind_your_manrs_imc.pdf

https://www.caida.org/catalog/media/2022_mind_your_manrs_imc/mind_your_manrs_imc.pdf


MANRS Preference Score
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Source : https://www.caida.org/catalog/media/2022_mind_your_manrs_imc/mind_your_manrs_imc.pdf

https://www.caida.org/catalog/media/2022_mind_your_manrs_imc/mind_your_manrs_imc.pdf


RPKI Filtering Effectiveness
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Valid prefixes :  34% preferred to transit via 
MANRS ASes34.0%
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Valid prefixes :  34% preferred to transit via 
MANRS ASes
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MANRS ASes

34.0%



RPKI Filtering Effectiveness
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Finding :  RPKI Invalid announcements were more likely to propagate 
through non-MANRS networks

Valid prefixes :  34% preferred to transit via 
MANRS ASes

86.0%

Invalid prefixes :  14% preferred to transit via 
MANRS ASes

34.0%



Future Work

Study the impact of MANRS by comparing the number of routing incidents before and after the 
launch of MANRS
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Extending this study to actions that are not related to routing and to other MANRS programs 
such as the IXP program



Conclusion

MANRS participation
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https://www.manrs.org/resources/comm
unity-report-2020/

https://www.manrs.org/resources/community-report-2020/
https://www.manrs.org/resources/community-report-2020/


Conclusion

MANRS participation
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https://www.manrs.org/resources/comm
unity-report-2020/

MANRS members are more likely to register and maintain 
routing objects in comparison to non-MANRS members

https://www.manrs.org/resources/community-report-2020/
https://www.manrs.org/resources/community-report-2020/


Conclusion

MANRS participation
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https://www.manrs.org/resources/comm
unity-report-2020/

MANRS members are more likely to register and maintain 
routing objects in comparison to non-MANRS members
Invalid prefixes are preferentially routed through 
non-MANRS networks

https://www.manrs.org/resources/community-report-2020/
https://www.manrs.org/resources/community-report-2020/


Thank You!
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