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Abstract
Resource Public Key Infrastructure (RPKI) has emerged as a stan-
dard for enhancing the security of Internet routing. Currently, more
than 50% BGP prefixes are covered by RPKI Route Origin Autho-
rizations (ROAs), enabling networks to validate the origin of prefix
advertisements in BGP. Despite this progress, ROA adoption re-
mains non-uniform, with key stakeholders encountering significant
barriers in the adoption process. In this paper, we combine a prod-
uct adoption framework with data-driven analysis of global RPKI
adoption to identify persistent disparities and pinpoint the stages
of the adoption process that hinder broader growth. Our study
reveals that, although RPKI awareness has grown, the complex-
ity of planning and deploying ROAs remains a significant chal-
lenge. Since no unified workflow and documentation exist for ROA
planning, many organizations are left without clear operational
guidance. To address this challenge, we propose a systematic frame-
work for ROA planning and introduce ru-RPKI-ready, a platform
designed to provide data and insights to facilitate ROA planning.
Using ru-RPKI-ready, we characterize the routed address space
not covered by RPKI ROAs. We find that 47% IPv4 and 71% IPv6
prefixes not in RPKI could be covered with minimal technical effort.
Our analysis also reveals that if as few as ten organizations were to
take the necessary actions, the global ROA coverage could increase
by 7% for IPv4 and 19% for IPv6.
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1 Introduction
Society increasingly relies on the Internet as a critical infrastructure,
and the Internet relies on inter-domain routing for transmitting
information globally across independent networks. Unfortunately,
the Border Gateway Protocol (BGP), the de facto routing protocol
of the Internet, is vulnerable to attacks and misconfigurations as it
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lacks a built-in mechanism for validating the information networks
share and use to select global routes for data traffic. This is a major
security problem potentially allowing for surveillance, loss of traffic,
or other forms of interference [19, 30, 31, 42, 45]. Furthermore,
attackers have leveraged this vulnerability to steal cryptocurrencies
and fake traffic on multiple occasions over the past years [16, 17,
29, 51].

The Internet Engineering Task Force (IETF) has worked to stan-
dardize additional protocols to secure BGP. In 2012, the IETF stan-
dardized the Resource Public Key Infrastructure (RPKI), a frame-
work that provides a mechanism for networks to issue crypto-
graphic records that can then be used to validate data in BGP mes-
sages. The Regional Internet Registries (RIRs) are the trust anchors
of this specialized PKI, providing to organizations the certificates
allowing them to issue records for their allocated resources. Holders
of address space can issue Route Origin Authorizations (ROAs)—
cryptographic records that authorize Autonomous SystemNumbers
(ASNs) to originate IP address blocks in BGP.

Networks can cryptographically validate ROAs and use that data
to verify the origin of incoming BGP advertisements. Indeed most
Tier-1 and large transit providers verify the information in BGP,
effectively dropping route announcements invalid with respect to
ROAs. The RPKI and ROAs thus provide a trustworthy route origin
database, a crucial building block for improving BGP security.

Despite the clear security benefits RPKI and ROAs provide by
limiting the spread of routing incidents and attacks [30, 59], many
networks have yet to fully adopt RPKI. In March 2024, the US
Federal Communications Commission (FCC) released a proposal
highlighting the importance of RPKI adoption in securing the rout-
ing infrastructure [50]. Even with the policy advisory, the adoption
of RPKI is not universal [46, 60]. While about half of the routed
prefixes are not covered by RPKI ROAs (Figure 1), we currently lack
a broad understanding of the current state of where we stand in the
adoption of RPKI, what specific barriers are preventing networks
from issuing RPKI records, and how to best support RPKI adoption.

In this paper, we examine the current state of RPKI adoption, the
adoption process for an organization, and the reasons preventing
organizations from engaging in RPKI. We also provide practical
guidance and tools to help organizations adopt RPKI and analyze
the steps required to address the half of the routed prefixes not
covered by ROAs.

Our key contributions are:
• We frame RPKI adoption through the lens of technology and
product adoption processes to better understand the different
perspectives of organizations engaging with RPKI and the vari-
ous stages they encounter during this adoption journey.

• With our understanding of the product adoption process, we
highlight two critical gaps organizations face during the RPKI
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Figure 1: The percentage of routed address space covered by ROAs has wit-
nessed a 2.5×-3× growth since 2019

adoption process–(i) lack of a recommended ROA planning
pipeline, (ii) necessary data and guidance during the planning.

• We collect feedback from multiple network operators and RIRs
to create a structured guide on planning ROAs, along with
ru-RPKI-ready, to help network operators make informed de-
cisions when issuing ROAs.

• We characterize the address space currently not covered by
ROAs and discover that a significant proportion of prefixes not
yet covered by ROAs—nearly half in IPv4 and over 70% in IPv6—
could be secured with minimal technical effort if organizations
were to take action.
Our data is available at https://doi.org/10.5281/zenodo.17237911.

The ROA planning platform and the code to generate the data are
accessible at https://github.com/ISS-GT/ru-RPKI-ready-Code.

2 Background and Related Work
In this section, we discuss various aspects of RPKI adoption and
prior studies related to this topic. We also provide a table of termi-
nologies used throughout the paper and outline a roadmap for the
remaining sections.

2.1 RPKI
RPKI is designed to secure routing by providing an off-band, cryp-
tographically verifiable system for validating BGP information.
Currently, RPKI is mainly used to manage cryptographic records
asserting which network is authorized to announce prefixes in BGP,
and requires two key actions to be effective:
(1) Holders of address space must issue Route Origin Authoriza-

tions (ROAs) specifying which ASNs are authorized to originate
the prefixes in BGP;

(2) Networks must use ROAs to validate information from BGP
advertisements, filtering invalid messages, and effectively pre-
venting the spread of invalid information. This step is referred
to as Route Origin Validation (ROV).
In addition, ROA issuance requires RIR members to activate RPKI

in their respective RIR portals. This activation creates a Resource
Certificate (defined in Table 1) for the allocated space, which is
needed to cryptographically sign ROAs.

While both the registration of ROAs and the deployment of ROV
are essential to realize the benefits of RPKI, this paper primarily
focuses on ROA adoption. Over the past six years, the percentage

of address space covered by ROAs has increased dramatically (Fig-
ure 1). The routing community has shownmassive support and is in
consensus regarding the security benefits of adopting RPKI. The im-
plementation of ROV has further bolstered the benefits of RPKI by
limiting the propagation of RPKI-Invalid prefixes, thus containing
the impacts of BGP misconfigurations and hijack attempts [33, 34].

Recognizing these benefits, policymakers and governments are
increasingly mandating RPKI adoption as a part of the broader
routing security strategies [50, 56]. The Regional Internet Registries
(RIRs), together with community initiatives like MANRS1, have
played an important role in driving awareness and supporting the
adoption of RPKI [3, 24, 35, 36, 58, 66]. Despite this momentum, a
significant number of organizations, including several critical ones,
remain unengaged with RPKI.

This persistent gap raises fundamental questions: Why are so
many organizations still not adopting RPKI, and what are the barri-
ers preventing them from participating in RPKI? To answer these
questions, it is necessary to take a broader view of the adoption
landscape, considering not only the current state of RPKI deploy-
ment but also the specific steps and challenges organizations face
throughout the adoption process. In this work, we utilize estab-
lished frameworks from Product and Innovation Management to
analyze the adoption of RPKI in detail. These frameworks help us
understand the lifecycle of a new product, from its conception and
development to its eventual adoption among the wider masses. By
adopting this perspective, we can identify the areas where organi-
zations encounter obstacles and suggest actions that may enhance
their engagement with RPKI. We further discuss these frameworks
and their relevance to RPKI in §3. In Table 1, we provide a list of
terms and their definitions that will be used throughout the paper.

2.2 Related Work
Several studies have investigated the coverage and operational char-
acteristics of ROAs in the global IP address space [7, 13, 15, 20, 21,
27, 44, 60, 62, 63]. Some of these works have studied ROA coverage
as an initial step to analyze the impact of ROV [21] in routing and
to detect BGP hijacking [62]. Other works have focused on specific
aspects of ROA management, such as identifying ROA configura-
tion errors and operational problems [12, 15, 20], evaluating the
computational cost of ROA validation [27], and the potential impact
of AS0 as origin in a ROA to limit the exploitation of unused address
space [44].

Equally relevant, other works have examined the broader imple-
mentation and adoption of the the full RPKI framework–including
both ROAs and ROV–with the goal of evaluating its effectiveness
in improving overall routing security [7, 13]. In 2015, Wahlisch
et al. measured ROA coverage of popular web servers [63] and
emphasized the need for a deeper understanding of the low RPKI
adoption rates in these critical address spaces. They find that ROA
adoption is inversely proportional to website popularity, largely
because CDNs were not issuing ROAs for their address space. The
authors suggest that some operators may not want to reveal the
resources they manage and, hence, choose not to issue ROAs.

1Mutually Agreed Norms for Routing Security (MANRS) is a global initiative promoting
industry best practices to enhance BGP routing security by encouraging the adoption
of technical and operational measures, including RPKI deployment.
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Terminology Description

Resource Certificate (RC) Cryptographic certificates in the RPKI framework that attest to the certificate holder’s right to use
specific Internet resources such as ASNs and IP addresses

Route Origin Authorization (ROA) An RPKI certificate signed by an RC specifying which ASN is authorized to originate one or more
prefixes in BGP

Direct Owner Organizations receiving address space allocations directly from an RIR

Delegated Customer Organizations receiving a reallocated address space from the Direct Owners

MOAS Prefix Multi-Origin AS prefix, a prefix originated from multiple distinct ASNs

Leaf Prefix A prefix with no routed sub-prefix

Organizational-Awareness An organization is considered aware of the RPKI system, if at least one of its prefixes covered by a
ROA in the past 12 months (RPKI-Aware organization)

RPKI-Ready Prefixes Prefixes covered by an RC, are Leaf, and not reassigned to a Delegated Customer

Low-Hanging Prefixes RPKI-Ready Prefixes owned by RPKI-Aware organizations

(Non) RPKI-Activated Prefixes Prefixes (not) exclusively present in the RCs owned by RIRs
Table 1: Definitions and terminologies used in the paper

The first comprehensive longitudinal study of RPKI adoption
was conducted by Chung et al. [7] in 2019, who concluded that
RPKI was “ready for the big screen.” Since then, the RPKI ecosystem
has evolved, and its adoption has increased manyfold. In particular,
changes in regulatory requirements for issuing ROAs for legacy
prefixes in ARIN [8, 26], along with significant improvements to
the tools and infrastructure provided by the RIRs for ROA manage-
ment [1, 18, 57, 61], have played a crucial role in raising awareness
and accelerating adoption across the Internet. More recently, Tes-
tart et al. [60] performed longitudinal analyses, focusing on the
identification of barriers that continue to impede broader RPKI
deployment. In this paper, we build upon the previous work by
providing an updated longitudinal perspective on the current state
of RPKI adoption, with a particular emphasis on prefixes that re-
main uncovered by ROAs. Our analysis leverages frameworks from
technology and product adoption research, enabling us to systemat-
ically identify not only the barriers that hinder RPKI adoption, but
also to pinpoint the specific stages in the adoption process where
organizations are most likely to encounter these obstacles. By de-
veloping a more nuanced understanding of the sequence and nature
of these barriers, we aim to provide actionable recommendations
and to estimate the concrete steps and efforts required to extend
RPKI coverage to prefixes currently not covered by ROAs.

2.3 Roadmap
The rest of the paper is organized as follows. In §3, we present
the technology adoption lifecycle and product adoption process to
provide a framing on how we study RPKI adoption in the rest of the
paper. §4 examines the current state of RPKI adoption and explores
the barriers organizations face, using these adoption models as a
lens. In §5, we present practical solutions–a systematic framework
and publicly available dataset with a search tool interface –to ad-
dress key challenges in RPKI adoption. In §6, we use our platform

to analyze prefixes not yet covered by ROAs and provide a fore-
sight into the efforts needed to engage these prefixes in the RPKI
ecosystem. Finally, §7 discusses the limitations of our approach,
potential improvements, and the broader impact of our platform
on routing security.

3 Primer on Technology Adoption
In this section, we outline the frameworks utilized to analyze the
adoption of technology within an ecosystem, as well as the various
steps an organization undergoes when adopting a new product.
By understanding these frameworks, we can gain insights into
the current stage of RPKI adoption and the process organizations
experience while integrating RPKI.

3.1 Technology Adoption Lifecycle
The TechnologyAdoption Lifecycle [49], introduced by Everett Rogers
and popularized by Geoffrey Moore in Crossing the Chasm [37], is
a theory of how new ideas and technologies spread over time. The
framework divides technology adopters into five categories based
on their attitudes towards adoption:
(1) Innovators (2.5%): The enthusiasts; first to realize the potential

and adopt new technology
(2) Early Adopters (13.5%): The visionaries; early to recognize the

value of new technology
(3) Early Majority (34%): The pragmatists; adopt new technology

only after it has proven its value and become more established
(4) Late Majority (34%): The conservatives; adopt technology only

after wide-scale adoption
(5) Laggards (16%): The skeptics; typically resistant to change, often

preferring traditional solutions
In this lifecycle, each group influences the next in the adoption

process. The model highlights that technology adoption is not
uniform i.e., different groups adopt at different rates, and each
group has unique motivations and barriers.
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RPKI in the context of Technology Adoption Lifecycle: In
early 2025, 49.3% of organizations holding direct allocations of IP
address space have issued at least one ROA, and 44.9% have issued
ROAs for all their address space. RPKI ROA adoption has thus pro-
gressed beyond the Innovators and Early Adopters stage and is in
the Early Majority stage. On the ROV side, several major players
in the routing ecosystem, including large service providers and
cloud platforms, have implemented ROV in their routers, effec-
tively dropping invalid routing announcements. As a result, the
spread of incorrect routing announcements has been significantly
reduced [34, 48, 59].

In this work, we focus on the ROA side of RPKI; however, both
the adoption of ROA and ROV have contributed to the maturity
and benefits of RPKI adoption, making the technology transition
from being a niche solution to a standard practice in the industry.
Indeed, some cloud service providers now require their customers
to issue RPKI ROA certificates to avail their services [9, 10]. Further,
many governments are promoting the adoption of RPKI in their
countries. As an example, in the US, the Federal Communications
Commission (FCC) passed a ruling in May 2024 requiring Internet
Service Providers (ISPs) to develop a plan to increase RPKI adoption
(ROAs and ROV) with the goal of improving routing security in the
country [50].

As RPKI adoption continues to grow, it is anticipated that the Late
Majority and Laggards will begin their adoption process. However,
these groups can still face challenges at all stages of the technology
adoption process. Given the proven benefits of RPKI to overall
Internet security [32, 55] supporting RPKI adoption of the late
majority is key to improving the security of inter-domain routing.
To assess the effort required to gain widespread adoption of RPKI, in
the next section, we present the different stages of product adoption
that will provide a framework to analyze where in the adoption
process are the prefixes not yet covered by RPKI.

3.2 Product Adoption Process
While the Technology Adoption Lifecycle provides a macro-level
view of how technologies are adopted across an ecosystem, Everett
Rogers’ Diffusion of Innovation framework provides a model of the
micro-level journey of an individual or organization adopting a
new technology [49]. This journey, known as the Product Adoption
Process or Innovation-Decision Process, describes the stages an en-
tity goes through from first learning about a technology to fully
adopting it. The process consists of five stages:
(1) Knowledge (Awareness): The entity becomes aware of the new

technology and potential benefits
(2) Persuasion (Interest): The entity forms a positive or negative

opinion about the technology
(3) Decision (Planning and Evaluation): The entity decides to adopt

the technology and begins planning for adoption (or rejects it
entirely)

(4) Implementation (Trial and Deployment): The entity adopts the
technology

(5) Confirmation (Adoption): The entity finalizes the decision and
seeks reinforcement that the choice was correct
Roger’s framework connects the broader lifecycle of technol-

ogy adoption to the specific steps an organization must take to

adopt a new technology. Each stage builds on the previous one, and
successful adoption requires the entity to navigate all five stages.
RPKI in the context of Product Adoption Process: In the fol-
lowing, we frame the RPKI in the Product Adoption Process and
discuss what parts of it can be measured to provide some insight
into which organizations might be in which stage.
(1) Awareness: Organizations must first become aware of RPKI as

a technology to secure their routing infrastructure. Commu-
nity initiatives by RIRs, industry blogs, and working groups
like MANRS [3, 24, 35, 36, 58, 66] played an essential role in
making RPKI more of a mainstream technology. A clear (and
measurable) sign of an organization’s RPKI awareness is the
issuance of a ROA. Although awareness is possible without a
ROA issuance, it provides an estimation of awareness for the
address space that is not yet covered by ROAs.

(2) Persuasion: Previous studies [34, 48, 59] that have demonstrated
the benefits of RPKI adoption–particularly in mitigating the
impact of routing misconfigurations and hijacks–have played a
significant role in shaping organizations’ positive outlook on
RPKI. Other than directly interviewing the people in charge of
creating ROAs in an organization, it is very hard to get a sense
of the persuasion step, making it difficult to assess on a wide
scale.

(3) Planning and Evaluation: In this decision step, organizations
evaluate the feasibility of adopting RPKI. This includes plan-
ning ROAs for their prefixes, understanding the impact of ROAs
on their routing services, and addressing technical and admin-
istrative barriers. To the best of our knowledge, there are no
current best practices for planning the ROA issuance process,
and the potential consequences of issuing a ROA for a given
prefix before issuing one for a related (sub)prefix. These issues
are not well understood, as evidenced by the persistent presence
of routed invalid prefixes–often resulting from operators mak-
ing selective or temporary exceptions in response to customer
misconfigurations2. In §5.1 we propose a set of steps to support
ROA planning and then in §6 we study routed prefixes not yet
covered by RPKI through that lens.

(4) Implementation: Once an organization decides to issue ROAs,
it engages in the implementation of the RPKI infrastructure
provided by the RIR that delegated its address space to the
organization. In this step, the organization interacts with all
aspects needed to implement the technology, including legal
agreements, interacting with the RIR resource management
portal or provided API, and coordinating with third parties who
may be impacted by the adoption (ideally, these dependencies
are identified during the planning stage). Here again, measuring
this step at scale is challenging. However, since each RIR has
independently implemented the RPKI infrastructure for its re-
gion and designed how organizations issue and manage ROAs,
comparing the adoption levels of similar organizations across
RIRs would provide us with some insight into the impact of
RIR’s design decisions on ROA adoption.

(5) Adoption: Organizations reinforce the decision by monitoring
the benefits of issuing the RPKI ROAs and maintaining them.

2The Internet Health Report [23] provides a daily list of RPKI invalid prefixes and their
level of overall visibility in BGP.
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Figure 2: ROA coverage of routed IPv4 address space among the five RIRs;
RIPE consistently has the highest adoption among all RIRs

In this paper, we focus on three key steps of the product adop-
tion process in the context of RPKI: (i) RPKI Awareness, (ii) ROA
Planning (iii) ROA Deployment; as they relate to disparities in RPKI
adoption, which we identify and discuss in the next section.

4 RPKI Adoption
In this section, we study the current state of ROA adoption. We
take a data-driven approach and study the distribution of ROA-
covered prefixes to gain insights into adoption disparities that we
then associate with challenges in the different parts of the adoption
process.

4.1 Current State of RPKI Adoption
As of April 2025, 51.5% of the routed IPv4 address space and 61.7%
of the routed IPv6 address space are covered by ROA certificates. In
terms of prefix count, 55.8% of the routed IPv4 prefixes and 60.4% of
the routed IPv6 prefixes are covered by ROAs. This progress is the
result of significant efforts in recent years, with coverage increasing
by 2.5× to 3× over the past 6 years (Figure 1). Despite these ad-
vances, 40 to 50% of the routed address space remains uncovered by
ROAs. More importantly, from an organizational perspective, there
are notable disparities in adoption rates depending on geographic
region, organizational size, and business sector.
RIR-wise ROA coverage metrics: RPKI adoption varies signifi-
cantly across the five Regional Internet Registries (RIRs) (Figure 2).
RIPE has the highest ROA adoption rate, with about a 20-30% ad-
ditional level of adoption compared to the next RIR. RIPE reached
a 50% adoption rate (by IPv4 address space) in January 2021, and
by April 2025, almost 80% of its routed IPv4 address space was
covered by ROAs. LACNIC is the RIR with the second-highest level
of adoption, reaching nearly 60% of the routed IPv4 address space
as of April 2025. Then APNIC and ARIN have had similar levels
of adoption, accounting for approximately 40% of the routed IP
address space with ROAs in 2025. Finally, AFRINIC has lagged be-
hind but is still following a similar rate of adoption, and currently
almost 35% of the AFRINIC routed IPv4 address space is covered
by ROAs. RIPE and LACNIC actively engage in outreach, training,
and community events that we hypothesize increase the awareness
and effectively communicate the benefits of RPKI [24]. In addition,
the introduction of user-friendly tooling and improvements to ROA

Figure 3: Country-wise ROA Coverage of IPv4 address space in April 2025;
Middle Eastern nations have the highest coverage, while China has the lowest
among large nations

management infrastructure [1, 61] may support network operators
in planing and issuing ROAs easily.
Country-wise ROA coverage metrics: A more granular analysis
of the geographic distribution reveals significant variation in RPKI
adoption at a country level (Figure 3). Middle Eastern and Latin
American nations exhibit high rates of ROA adoption, while adop-
tion in Asia and Africa lags behind. For example, China, owns 8.9%
of all routed IPv4 address space and 16% of all routed IPv6 address
space but has 3.23% and 0.1% of its address space covered by ROAs,
respectively.
Organization size: The largest ASNs are the primary drivers of
RPKI adoption. In Figure 4 we plot the percentage of large and small
networks across different RIRs that originate at least 50% ROA-
covered address space. We define a large network as an ASN in the
top one percentile of all ASNs based on the amount of originated
address space (measured in unique /24s). Conversely, an ASN is
categorized as small if it is in the other 99%. Figure 4a reveals
that the top 1% of ASNs, typically owned by major networking or
technology companies, exhibit the highest rates of RPKI adoption.
When examining adoption by RIR in Figure 4b, we observe that in
RIPE, LACNIC, and ARIN, larger ASes have significantly higher
ROA adoption rates than smaller ASes.

Smaller networks are more likely to lack awareness due to eco-
nomical and human resources constrains. In addition, even when
small networks might be aware of RPKI, they may not have access
to the expertise needed to plan and evaluate RPKI adoption. Sim-
ilarly, usually regulatory pressure is not directed toward smaller
players, reducing their incentive to deploy security practices. As
a result, it is harder for smaller networks to make progress with
RPKI adoption.

Interestingly, in APNIC and AFRINIC, small ASNs have more
adoption than their larger counterparts. Our manual investigation
suggests that in APNIC, this reverse trend is primarily due to large
telecom networks such as China Unicom and China Mobile, which,
despite originating vast amounts of IPv4 addresses, have not en-
gaged with RPKI.

In AFRINIC, the underlying reasons are very different. AFRINIC,
as an organization, is facing significant governance and economic
issues. Operators in AFRINIC increasingly face long delays in IP
allocation and IP management change requests due to the poor
operating conditions of AFRINIC caused by governance problems,
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(a)

(b)

Figure 4: RPKI adoption in Large vs. Small ASes

Business
Category

Num
ASN

Num
Prefix

ROA
Prefix %

ROA
Address %

Academic 1769 17271 27.13 26.84
Government 544 3581 21.45 23.34
ISP 2958 392624 78.88 56.36
Mobile Carrier 45 22367 37.01 51.17
Server Hosting 657 65590 73.51 88.90

Table 2: IPv4 ROA Coverage by Business Categories; Aca-
demic & Government ASes have the lowest coverage while
Hosting providers have the highest

litigious, and financial conditions since 2021 [11, 38, 53]. The chal-
lenges faced by AFRINIC may hinder networks from issuing RPKI
records using AFRINIC’s infrastructure.
Business-wise ROA coverage metrics:We find significant dis-
parities in the level of RPKI adoption by the business sector of
organizations. Using publicly available datasets such as PeeringDB
and ASdb [47, 67], we classify ASes based on the business sector
of their owner organizations. Since comprehensive classification
remains a challenge due to the inconsistencies in categorization
methods, we study ASes that have a consistent categorization across
the two different business classification datasets. We find that gov-
ernment and educational institutions exhibit low adoption rates
across both PeeringDB and ASdb. Specifically, government ASes
have an adoption rate of 21%, while educational institutions reach
only 27% (Table 2). These rates are significantly lower than server

Figure 5: IPv4 RPKI Adoption of Tier-1 ASNs over time

hosting networks and ISPs, which stand at 74% and 79% respec-
tively. The disparity in RPKI adoption rates by business sectors
reveals the different communication channels, expertise and in-
centive inherent to organization in different sectors. In this case,
hosting providers and ISPs are much more likely to have greater
awareness of RPKI, expertise and incentives to implement routing
security measures, as these directly impact the reliability and secu-
rity of their core business operations. In contrast, government and
educational networks are farther removed from core networking
operations, increasing the lack of awareness, access to training and
incentives, likely contributing to their low adoption rates.
ROA adoption of Tier-1s The adoption of RPKI by Tier-1 net-
works varies significantly, even though they are all large network
providers with sizable network engineering teams. In Figure 5 we
plot the ROA coverage of the routed IPv4 address space of select
Tier-1 networks over time to shed light on the Tier-1 RPKI adop-
tion journey. Many Tier-1 networks experience a rapid increase
in coverage from low to high levels within a few months, as in-
dicated by the more vertical part of their curves. However, there
are some that slowly increase the ROA coverage of their address
space, while others, as of April 2025, are still well below 20% of ROA
adoption. We manually investigate these networks and find that
there are significant differences in how they operate and manage
their address space in relation to the address space their customers
use. In the networks with low or no adoption, we see significant
sub-delegation (re-allocation or re-assignment) of address space.
As a consequence, many customers of those networks originate
sub-prefixes of the Tier-1 networks. In this situation, it is crucial
to plan the ROA deployment in coordination with customers to
prevent availability issues once the ROA is published. We contact
Tier-1 operators and confirm that coordinating with their customers
significantly slows down their RPKI adoption. In addition, we learn
that for some of the sub-delegated address space, the contractual
relationship requires the customer to actually initiate the request
to issue ROAs, even if the provider will issue the ROAs using the
RIR portal or API [28].
Reversing RPKI adoption We find that some networks maintain
a high ROA coverage for several months, possibly years, before ex-
periencing a sharp decline, or occasionally zero ROA coverage. This
decline may result from an organization’s decision to intentionally
revoke their ROAs or simply an expiration of the certificates that
were subsequently not renewed. Figure 6 shows the case of five
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Figure 6: Several networks have issued ROAs for their address space and later
dropped them

ASNs that either had a full or a significant level of RPKI adoption,
for many months—some of them for years—and then reduced their
ROA coverage to a very low level. This pattern suggests that even af-
ter an initial commitment to RPKI, there are still poorly understood
operational or organizational factors that can lead to a reversal of
adoption (the confirmation step at the end of the adoption process
was not successful). One plausible explanation is that organizations
may issue ROAs but fail to actively maintain or renew them upon
expiry, resulting in unintended lapses or loss of coverage. Further
investigation is needed to fully understand the underlying causes
of this phenomenon.

4.2 Insights about RPKI Adoption Process
The disparities in RPKI adoption levels offer insights into the chal-
lenges and drivers of RPKI adoption.

4.2.1 The lack of RPKI awareness. Although measuring an orga-
nization’s RPKI awareness is not possible at scale, we can infer
that in groups lagging in adoption, there is less awareness of either
the technology itself or its benefits. In the diffusion of innovations
theory, Rogers argues that diffusion is the process by which an
innovation is communicated through certain channels over time
among the participants in a social system [49]. Community and
closeness within a social system will support communication and,
therefore, awareness of innovation.

In our analysis of RPKI adoption by different characteristics of
organizations, we note significant disparities by geography and
business sectors, both characteristics that would impact the commu-
nity of the organizations. We hypothesize that the higher adoption
rates in RIPE and LACNIC can be attributed to the proactive ini-
tiatives by these RIRs and working groups like Mutually Agreed
Norms for Routing Security (MANRS) to promote RPKI adoption
through outreach programs and training sessions [24, 35, 58].

Within a geographical region, we still find notable differences
between countries’ adoption rates, which can also relate to country-
specific channels of communication and incentives such as a shared
market and regulation. For instance, most Chinese organizations
have been slow to adopt RPKI ROA, which can be attributed to
a lack of incentives from the government or the local market to
encourage its implementation.

We also find that RPKI adoption rates vary significantly across
different business sectors. Although it might also relate to the size

of organizations in terms of address space used, business sectors
also share unique communication channels, pointing at a poten-
tial lack of awareness about RPKI in some sectors. For instance,
organizations whose main business sector is not directly related
to Internet services are less likely to have representation in the
networking forums of RIRs or regional network operators’ groups,
such as NANOG, limiting their exposure to RPKI-related discus-
sions and initiatives. Targeted campaigns in regions or sectors with
low adoption rates could address the lack of RPKI awareness for
specific groups of organizations.

4.2.2 The challenge of planning ROAs. Our study of RPKI adop-
tion shed light on how RPKI ROAs for prefixes with small prefix
length, such as the ones originated by large networks, can impact
the availability of longer prefixes within the covering prefix and/or
can reduce operational flexibility of networks, impacting traffic
engineering but also security practices (e.g., DDoS protection ser-
vices (DPS) using BGP and Remotely Triggered Black Hole (RTBH)).
Additional ROAs need to be issued for the same prefixes to allow
for some of those practices.

Since RPKI can significantly impact the network operations, the
ability to successfully plan ROAs is critical to encourage adoption.
The slower journey of some Tier-1 networks reveals that even with
expertise, successfully planning and adopting ROAs can take time
as coordination with customers and adjustment to operational prac-
tices take time. Furthermore, the fact that some organizations with
100% ROA adoption roll back their adoption to almost 0% after more
than a year indicates that the potential consequences of issuing
ROAs are not widely understood. To the best of our knowledge,
there are no current best practices for planning the ROA issuance
process. To facilitate ROA planning, in section 5 we propose a
flowchart outlining steps to consider during ROA planning and de-
velop a system that consolidates relevant information about routed
prefixes for these planning steps.

4.2.3 Difficulties in ROA Deployment. Even when an organization
has decided to adopt RPKI, deployment can take some time and may
deter initial efforts to adopt RPKI, as organizations discover all the
steps and procedures needed to issue ROAs. As RIRs independently
set up their RPKI infrastructure and procedures, comparing the
adoption of RPKI between RIRs for similar organizations provides
insights into the barriers encountered during the deployment stage.
When examining the ROA coverage of the largest ASNs by RIR
(see Figure 4b), the two RIRs with the lowest adoption level impose
more resource and time-consuming procedures than the other RIRs.
In ARIN, for organizations holding legacy address space, they first
need to sign a legal agreement before being able to use ARIN IP
management and RPKI infrastructure to issue ROAs, which has
already been noted as a barrier to RPKI adoption [65]. AFRINIC
requires the creation of a Business PKI certificate first to get access
to RPKI services [2], which requires additional technical expertise
compared to other RIRs’ systems. Furthermore, we hypothesize
that a lack of technical expertise for ROA deployment is one of the
reasons behind the lower overall adoption of the non-top 1% ASNs
and the organizations holding address space whose business sectors
are not directly related to Internet services, such as academia and
government. Comparing RIR procedures for issuing RPKI ROAs
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Figure 7: Structured flowchart for ROA planning & deployment

can help identify areas of the ROA adoption deployment process
that could be improved to encourage further adoption.

5 Facilitating ROA Planning
Despite the growing adoption of RPKI, there is a lack of guidance
for ROA planning. In this section, we address two key challenges:
(i) the lack of a ROA planning framework and, (ii) the absence of
a comprehensive platform to assist network operators during the
ROA planning process.

5.1 A Procedure for ROA Planning
Although neither Best Current Practices (BCP) nor other guidance
documents exist on how to plan ROAs, some relevant information is
scattered across RFCs and tutorials: RFC 6482 discusses the standard
technical profile of a ROA [25], RIR tutorials and RFC 9319 provide
recommendations on using MaxLength attribute and what ROAs
should be issued while using DDoS protection services [6, 14], and
RFC 9455 provides recommendations on the number of prefixes
that should be in each ROA [64].

To support ROA planning, we propose a framework for planning
ROAs that identifies a set of critical factors that network operators
must consider when issuing ROA certificates. Figure 7 presents the
procedure consisting of several steps that should be resolved to
plan ROA(s) for a prefix.

We conducted an iterative process, contacting network operators
and RIRs to develop this framework. Through discussions and feed-
back requests, we identified the key considerations an organization
should make while planning ROAs3. We stopped after we had a
few interactions without corner cases modifying the steps.

In this section, we present our ROA planning framework and
discuss the key elements that require attention during the ROA
planning process.

3We had in-depth discussions with six routing security experts from North America,
Europe, Asia, and Oceania. These participants included individuals frommajor network
providers, academic networks, and experts on RPKI infrastructure and tooling. We
also presented a preliminary version of the framework and requested feedback from
more than 20 network engineers.

5.1.1 Authority to issue ROA:. The first step in planning for an
organization that wants to issue ROAs is to determine whether it
has the authority to issue ROAs for the prefix in question. At the
time of writing, only organizations with direct delegation of address
space from RIRs can issue ROAs and host them in the public RIR
RPKI repositories [5, 41]. Organizations holding sub-delegations
of address space may request the holders of the direct delegation
(Direct Owner) to issue ROAs for their prefixes. If the Direct Owner
implemented a delegated CA model—hosting a RPKI repository
and providing a signing engine for their and their customers’ RPKI
certificates—organizations with sub-delegation can also use that in-
frastructure to issue their ROAs. The Hosted CAmodel accounts for
more than 90% of all Validated ROA Payloads (VRPs), and prefixes
not covered by ROAs are typically not under a Delegated CA (as
Delegated CAs are generally proactive about ROA management).

5.1.2 Overlapping routed prefixes: A ROA for a prefix impacts
routing announcements of the same prefix or more-specific prefixes
covered by the initial prefix. In this step, the organization wanting
to issue ROAs should identify all routed prefixes that match or are
covered by the prefix in question. This is important because ROAs
for these prefixes may need to be issued either first or concurrently,
to prevent any impairment of the reachability of the related IP
addresses. To minimize the risk of making legitimate routes RPKI-
Invalid, ROAs for the longest (most specific) prefixes should be
issued first.

5.1.3 Sub-delegations: When a holder of an address space (partially
or fully) sub-delegates a block of IP addresses to another organiza-
tion, the contractual relationship between the two organizations
may modify which organization has the ability to request ROA
issuance. Some organizations will issue ROAs only if the customer
requests them. In most cases, for prefixes with re-delegations, coor-
dination between the organizations is needed to prevent any impact
on the routing traffic and services.

5.1.4 Routing services. As described in §4.2.3, routing practices
such as DDoS protection services, RTBH, and anycast may be im-
pacted by the issuance of ROAs. Prefixes supporting these services
may require multiple ROAs to reflect their unique routing config-
urations, as they may be originated from different ASNs or under
specific operational circumstances.

The flowchart in Figure 7 ensures that the most relevant factors
are accounted for, presenting actions in a structured order to plan
ROAs, minimizing loss of availability and operational risk. That
said, there is an important limitation to this flowchart: ROAs from
an organization may affect the routing-related services contracted
by the upstream provider (or provider of the provider), without
the organization being aware of these services. For example, a
regional network might contract DDoS protection services to cover
all its traffic, including that of its customer ASes. Our flowchart
is designed to be more general-purpose, addressing most criteria
visible from public routing data. Nevertheless, internal routing
services and traffic engineering must also be considered during the
planning and deployment phases of ROAs.

To follow the checks outlined in the procedure proposed above,
organizations need to collect organization-level and routing-level in-
formation, which may require accessing multiple distinct databases
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and building a hierarchy of prefixes. To address this challenge, we
built a platform designed to provide operators with the publicly
available data required to implement this procedure effectively. The
next section describes the platform.

5.2 ru-RPKI-ready: A Platform for ROA
Planning

To consolidate data and insights required to execute the flow-
chart presented in §5.1, and plan ROAs effectively, we developed
ru-RPKI-ready. Figures 12, 13 and 14 in the appendix provide
screenshots of the ru-RPKI-ready user interface.

By combining this platform with the systematic procedure, we
aim to facilitate the RPKI adoption process for network operators by
structuring and providing the necessary information for decision-
making. In the following section, we provide an overview of the
platform, its features, and how it supports ROA planning.

5.2.1 Feature overview: ru-RPKI-ready provides a user interface
where a user can:

(i) search for a specific prefix and get the corresponding delega-
tion and routing data, such as the organization with direct alloca-
tion, origin ASNs, and several tags which we discuss in §5.2.2;

(ii) search for a specific organization to find the set of prefixes
directly allocated to the organization;

(iii) search for a specific ASN and find the set of prefixes origi-
nated by the ASN and the ROA coverage of all announced prefixes;

(iv) generate the configuration needed to create corresponding
ROAs (according to the publicly available information the tool
gathers) and the order in which they should be issued to prevent
rendering other routes invalid.
"216.1.81.0/24": {

"RIR": "ARIN",
"Direct Allocation": "Verizon Business",
"Direct Allocation Type": "ALLOCATION",
"Customer Allocation": "NBCUNIVERSAL MEDIA",
"Customer Allocation Type": "REASSIGNMENT",
"RPKI Certificate": "29:92:C2:35:B0:89...",
"Origin ASN": "701",
"ROA−covered": "False",
"Country": "US",
"Tags": ["ROA Not Found", "RPKI−Activated", "

Reassigned", "Same SKI (Prefix, ASN)", "Leaf", "
ROA Org", "Large Org", "(L)RSA"]

}

Listing 1: ru-RPKI-ready data for 216.1.81.0/24.

5.2.2 Feature description: Listing 1 provides a view of the tool data
for prefix 216.1.81.0/24. We describe the main features below. We
provide a complete list of ru-RPKI-ready tags and their description
in Appendix B.2.
(1) Prefix RPKI State: The platform identifies if the prefix is in an

RPKI Resource Certificate, as indicated by RPKI-Activated or
Non RPKI-Activated tag. It also identifies the RPKI status of
a prefix-origin pair indicated as RPKI Valid, RPKI NotFound,
RPKI Invalid, or RPKI Invalid, more-specific.

(2) Ownership Structure:The platform identifies the organization
holding the direct allocation of the prefix, referred to as the
Direct Owner. This organization has the authority to issue ROAs
for the prefix. If the prefix (or a sub-prefix) has been further
delegated to customer organizations, the platform lists those

organizations and tags the prefix according to the allocation
type in WHOIS (e.g., Reassigned, see §5.2.3).

(3) Routing Information: A prefix is tagged as Leaf if it does
not have any routed sub-prefix. In contrast, a prefix is tagged
Covering if it has a routed sub-prefix. If the routed sub-prefix
has been reassigned to a customer organization, it is additionally
tagged as External, signaling the need for external coordina-
tion while issuing ROAs. Further, if the prefix and origin ASN
are present in the same RPKI Resource Certificate, we assign
the Same SKI (Prefix, ASN) tag, indicating that the prefix
and origin ASN are managed by the same entity.

(4) Organization Characteristics:We categorize the Direct Own-
ers as Large, Medium or a Small sized organization based on the
number of routed prefixes they have been directly allocated4.
If the Direct Holder in the past year has routed at least one
ROA-covered address block that it has been directly allocated,
we tag it as Organization-Aware.

(5) ROA Configuration and Prioritization: The platform sug-
gests the recommended ROA configuration for each prefix, in-
cluding the origin ASN and max-length attribute. It also recom-
mends the order in which ROAs should be issued based on the
overlapping address spaces.

(6) ARIN-specific Tags:We classify a prefix as Legacy if it belongs
to the legacy address space. Additionally, if the Direct Owner
of an ARIN prefix has signed the Resource Service Agreement
(RSA) or Legacy Resource Service Agreement (LRSA)with ARIN,
we assign the tag (L)RSA. If they have not signed the agreement,
we assign the tag Non-(L)RSA.

5.2.3 Datasets and Methodology. We utilize several datasets to
examine the routing and organizational characteristics of a prefix.
BGP Data: We fetch the set of routed IPv4 and IPv6 prefixes from
all Routeviews and RIPE RIS route collectors [39, 43]. We drop
all prefixes that are seen by fewer than 1% of route collectors, as
these prefixes are typically intended for internal traffic engineering.
We filter out IPv4 prefixes with a prefix length more specific than
/24 and IPv6 prefixes more specific than /48. These hyper-specific
prefixes are not expected to be routed [52] and hence are not consid-
ered for ROAs. We filter out prefixes from our dataset that are part
of the IANA reserved address space and should not be advertised
in BGP [22]. We also filter out prefixes originated by bogon ASes
since these ASes are IANA reserved and should not be originating
prefixes in BGP.
RPKI Data:We use the list of validated ROAs from the RIPE FTP
server to infer the RPKI status of each routed prefix-origin ASN
pair [40]. We also use the RPKIviews archive to fetch the Resource
Certificates corresponding to each routed prefix [54].
WHOIS: We use the Bulk WHOIS dataset to find the owners of
an address block and the corresponding allocation status values.
We fetch data from the five RIRs—AFRINIC, APNIC, ARIN, LAC-
NIC, RIPE, and three NIRs—JPNIC, KRNIC, and TWNIC. The Bulk

4An organization is categorized as Large if it falls within the top 1 percentile of
organizations by the number of routed prefixes it owns. If the organization is not in the
top one percentile but owns more than one routed prefix, it is categorized as Medium.
Organizations that own only one routed prefix are considered Small. We repeated our
analysis using routed address space instead of the prefix count and observed consistent
trends in our results. For simplicity, we categorize organizations based on prefix count.
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WHOIS data of JPNIC does not include allocation status informa-
tion, but the WHOIS query responses do. Thus, we query the JPNIC
WHOIS dataset for each prefix individually and retrieve the organi-
zation name and allocation status. We utilize the IP prefix hierarchy
to identify direct allocations from RIRs to sub-delegations to other
organizations5.
IANA Legacy Addresses: We use the list of IPv4 assignments
made by IANA to identify which address blocks are considered
Legacy [22].
ARIN RSA Data:We use the ARIN Resource Registry Service to
identify which address blocks have been registered with an RSA or
LRSA agreement with ARIN [4].
Identifying Organizational Awareness: To identify if an orga-
nization is aware of RPKI and has issued ROAs before, we use
historical routing data to check if, in the past year, the organization
has routed at least one ROA-covered prefix that it has been directly
allocated. For a given organization, we take monthly snapshots of
the routing table and check if, among the set of routed prefixes it
holds directly, any prefix has a covering ROA.
Order of issuing ROAs: We prioritize issuing the ROAs for the
most-specific prefixes first. Next, we order the covering prefixes
and advise issuing the ROA only after all routed sub-prefixes are
already covered by ROAs.

By providing these tags and additional data, ru-RPKI-ready plat-
form simplifies the ROA issuance process and ensures that network
operators have access to the necessary data and tools in one place.

6 Prefixes without ROAs
Using ru-RPKI-ready, we analyze the prefixes not currently cov-
ered by ROAs to understand the efforts and complexities required
to issue ROAs for the remaining 45% of prefixes. The process of
planning and issuing ROAs is not uniform across all prefixes. As dis-
cussed in the previous section, several factors must be considered
when planning a ROA. While planning for some prefixes is straight-
forward, others require more effort, such as inter-organizational
communication or administrative processes, which are captured by
the tags of ru-RPKI-ready.

In this section, we examine the tags assigned by ru-RPKI-ready
to the prefixes routed on 1 April, 2025. We first focus on the prefixes
for which planning ROAs is relatively simple (§6.1). Following
this, we examine the opposite end of the spectrum, discussing the
most challenging prefixes to issue ROAs for (§6.2) to highlight the
different levels of difficulties and varying efforts required to achieve
full ROA coverage. Figure 8 displays the Sankey diagrams, which
show the percentage of IPv4 and IPv6 prefixes in various categories
for each of the planning steps outlined in the flowchart in Figure 7.

6.1 RPKI-Ready Prefixes
The complexities of ROA planning often arise from intricate rout-
ing and address delegation structures. However, by leveraging the
tags generated by ru-RPKI-ready, we identify a substantial set
of prefixes that do not face these complications. We term these
RPKI-Ready prefixes, defined as those prefixes (i) RPKI-activated
(as evidenced by being in RPKI Resource Certificates), (ii) without

5We note that the five RIRs use different nomenclature for prefix allocation types.
ru-RPKI-ready reports the allocation type from WHOIS.

(a) IPv4 prefixes

(b) IPv6 prefixes

Figure 8: Percentage of routed IPv4 and IPv6 prefixes not covered by ROAs in
each category of ru-RPKI-ready; RPKI-Ready prefixes (marked purple) and
Low-Hanging prefixes (marked green) have a simpler ROA planning stage in
comparison to other categories of prefixes.

routed sub-prefixes, and (iii) not reassigned to customers. Issuing
ROAs for these prefixes should be straightforward.
Low-Hanging Prefixes: As discussed in §3, even with RPKI-Ready
prefixes, there may be a lack of awareness that impedes RPKI adop-
tion. Within the RPKI-Ready prefixes, we define the Low-hanging
fruit prefixes as those delegated to organizations that have issued
at least one ROA in the past year, indicating that the organization is
aware of RPKI and how to issue ROAs. Of all RPKI-Ready prefixes,
42.4% (20.1% of all RPKI NotFound IPv4 prefixes) are Low-Hanging
fruit prefixes, meaning they are (i) RPKI-Ready and (ii) from an
organization that is aware of RPKI (Figure 8a). For IPv6, 58.3% of
RPKI-Ready prefixes (41.5% of all RPKI NotFound IPv6 prefixes) are
Low-Hanging fruit prefixes (Figure 8b).

We investigate the organizations behind these low-hanging fruit
prefixes and find that Korea Telecom, Telecom Italia, and China
Mobile collectively hold over 20% of all Low-Hanging IPv4 address
space, while the top twenty organizations account for 60%, mostly in
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Figure 9: % of RPKI-Ready prefixes and address space by RIR

Figure 10: % of RPKI-Ready prefixes and address space by Country

APNIC. Across RIRs, Cloud Innovation (AFRINIC), Korea Telecom
(APNIC), Centurylink Communications (ARIN), UNINET (LACNIC),
and Telecom Italia (RIPE) are the largest holders of Low-Hanging
IPv4 address space.
RPKI-Ready Prefixes: Using ru-RPKI-ready’s tags, we quan-
tified and analyzed the characteristics of all RPKI-Ready prefixes.
Among routed IPv4 prefixes lacking ROAs, 47.4% are RPKI-Ready,
and more than half of these are held by large organizations (top 1%
by routed address space). Similar to the Low-hanging fruit prefixes,
these prefixes are predominantly concentrated in the APNIC re-
gion, especially in China and Korea (Figure 9, Figure 10). In the IPv6
space, RPKI-Ready prefixes account for 71.2% of all RPKI NotFound
prefixes, with APNIC and LACNIC regions—and particularly China
and Brazil—being the major contributors.

We note that while issuing ROAs for RPKI-Ready prefixes should
generally be easy, if they are not low-hanging fruits, the organization
with authority to issue ROAs might still lack awareness or might
not have “activated” RPKI in the respective RIR portal.
Large vs Small Organizations: We compare the allocation of
RPKI-Ready prefixes between large and small organizations. Large
organizations are defined as the top 1% by number of routed pre-
fixes, while small organizations own only a single routed prefix. In
the IPv4 space, large organizations originate at least 169 prefixes.
Remarkably, 40% of all RPKI-Ready prefixes are owned by just 76
organizations. Organizations such as China Mobile, China Unicom,
and the China Education and Research Network (CERNET) domi-
nate this list. We include the top 10 organizations in Table 3. The top
ten organizations alone account for 19.4% of all RPKI-Ready IPv4

Figure 11: CDF of RPKI-Ready prefixes and addresses by Organization; 10
largest organizations own more than 20% and 40% of the RPKI-Ready IPv4 and
IPv6 prefixes respectively

Org Name % RPKI-Ready
Pfx (v4)

Issued ROAs
Before

China Mobile 4.82 True
UNINET 2.38 True
China Mobile Comms Corp 2.29 False
TPG Internet Pty Ltd 2.19 True
CERNET 1.87 False
CenturyLink Comms, LLC 1.45 True
Korea Telecom 1.13 True
Optimum 1.12 True
Korean Education Network 1.10 True
TE Data 1.02 False
Table 3: Organizations with most RPKI-Ready v4 prefixes

prefixes. If these ten organizations issued ROAs for their prefixes,
the global IPv4 ROA coverage would increase from 57.3% to 61.2%
(a 6.8% improvement). In IPv6, there is even greater concentration,
as six organizations hold 40% of RPKI-Ready prefixes (Table 4), with
China Mobile, China Unicom, and CERNET collectively owning
30.5%. If the top ten organizations issued ROAs for their RPKI-Ready
prefixes, IPv6 ROA coverage would increase from 63.4% to 75.3%
(an 18.9% improvement).

To assess the effort required to support organizations with RPKI-
Ready prefixes, we analyze the distribution across organizations and
plot the CDF in Figure 11. The list of small organizations comprises
28k entities in IPv4 and 17k entities in IPv6. Collectively, these
organizations account for only 5.2% of RPKI-Ready prefixes in IPv4
and 8.9% of RPKI-Ready in IPv6. While RPKI-Ready prefixes have a
lower barrier for ROA issuance, the process is not straightforward
for all prefixes. The following section explores more challenging
cases for ROA issuance.

6.2 Prefixes not RPKI-Activated
In contrast to RPKI-Ready prefixes, Non RPKI-Activated prefixes
require the organization to first activate RPKI tools in the RIR portal
before being able to issue ROAs.

Among all RPKI NotFound prefixes, 27.2% of IPv4 prefixes are
Non RPKI-Activated, indicating that their Direct Owner has not
yet activated RPKI for these prefixes. Notably, 15.2% of these Non
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Org Name % RPKI-Ready
Pfx (v6)

Issued ROAs
Before

China Mobile 18.21 True
China Unicom 8.59 True
Vodafone Idea Ltd. (VIL) 4.12 True
TIM S/A 3.00 False
KDDI CORPORATION 2.91 True
CERNET IPv6 Backbone 2.35 False
Huicast Telecom Limited 1.80 False
IP Matrix, S.A. de C.V. 1.74 True
OOREDOO TUNISIE SA 1.74 False
CERNET2 1.36 False

Table 4: Organizations with most RPKI-Ready v6 prefixes

RPKI-Activated prefixes belong to the legacy address space, which
often faces additional administrative and policy hurdles. Interest-
ingly, 16.6% of the RPKI NotFound prefixes are associated with
organizations that have already signed ARIN’s LRSA or RSA agree-
ments, yet have not completed RPKI activation in their resource
management portal.

A significant share of the largest Non RPKI-Activated routed
IPv4 prefixes is held by major U.S. federal institutions, including
the DoD Network Information Center, Headquarters, USAISC, USDA,
and Air Force Systems Networking. These institutions also domi-
nate the Non RPKI-Activated routed IPv6 prefixes, with the DoD
Network Information Center and Headquarters, USAISC collectively
holding 50% of these prefixes. Because these institutions have not
yet signed the necessary agreements with ARIN, ROAs cannot be
easily issued for their prefixes. The challenges associated with Non
RPKI-Activated prefixes underscore the need for targeted efforts
to address the administrative and procedural barriers that hinder
their inclusion in the RPKI ecosystem.

7 Discussion
The adoption of RPKI and the widespread issuance of ROAs are
essential steps towards securing the global Internet routing system.
In this paper, we examined the current landscape of RPKI adoption
through the lens of technology and product adoption lifecycles,
illustrating how organizations progress from initial awareness to
experimentation and ultimately to mainstream deployment. Our
data-driven analysis reveals that despite significant growth in RPKI
coverage, persistent gaps in adoption still exist.

Organizations often encounter non-technical barriers during the
process of RPKI adoption, and these obstacles are inherently difficult
to quantify. Such barriers include a lack of awareness, inadequate
expertise to evaluate and plan adoption, insufficient incentives, and
the complexity of coordinating across multiple administrative do-
mains. Challenges can indeed arise at various stages of the product
adoption process: from the fact that little is known about RPKI out-
side the networking community, to the poorly understood benefits
and the lack of tools to test and plan adoption.

Our findings reveal that the challenges of RPKI adoption extend
well beyond initial awareness. The planning and deployment of
ROAs present technical and administrative complexities that are not

yet fully addressed by existing documentation or operational guide-
lines. In particular, we find that the absence of a structured planning
procedure creates significant barriers, especially for smaller organi-
zations, who may lack the resources or expertise to navigate the
process effectively. Encouraging and supporting RPKI adoption for
these organizations is particularly pressing, as they are lagging
behind when compared to the top 1% of organizations in terms of
address space.

To address these challenges, we propose a structured framework
for ROA planning, including a systematic flowchart, and introduce
a platform that consolidates all relevant data and operational guid-
ance for network operators. By providing a unified resource for
ROA planning, this platform aims to lower the barriers for organi-
zations of all sizes, foster best practices, and support the continued
growth of the RPKI ecosystem.

Using ru-RPKI-readywe characterized the routed address space
not yet covered by ROAs and found that a significant fraction of
this space could be secured with minimal planning. Conversely,
another substantial portion requires organizations to sign agree-
ments with RIRs and navigate policy barriers, particularly for the
legacy address space. These obstacles suggest that achieving 100%
ROA coverage may not be as easy as it may seem. Nevertheless, it
is crucial for organizations to secure the address space supporting
critical services.
Limitations: It is important to note that ru-RPKI-ready should
not be the sole resource for ROA planning and deployment. Cur-
rently, ru-RPKI-ready generates tags and configurations based
on publicly available BGP feeds from the latest month. Operators
must also verify their internal announcements and private peering
sessions, which are not visible to us. Depending on their internal
traffic engineering, operators may need to issue additional ROAs
to cover these scenarios.
Future work: Networks may announce certain routes sporadically,
for example, due to DDoS mitigation, load balancing, or experi-
mental services. Such transient announcements may not appear
in the latest BGP snapshots and, as a result, may not be captured
by ru-RPKI-ready. To improve our recommendations, we would
like to incorporate historical routing data to identify prefixes that
require temporary or event-driven ROAs.

8 Conclusions
Although more than 50% of the routed address space is currently
covered by RPKI ROAs, RPKI adoption is far from being mastered.
The processes for planning ROA adoption and understanding the
full range of interactions between RPKI adoption and network
operations are still poorly understood, which continues to limit
faster adoption by early- and late-majority organizations.

To support the RPKI adoption process, we propose a framework
to plan RPKI ROA adoption. We also make publicly available a
tool that utilizes BGP, RPKI, and WHOIS data to propose ROAs for
prefixes currently not in RPKI based on the framework. We then use
this tool to study all the routed address space not yet in RPKI and
find that a significant portion of it (41% for IPv4 and 71% for IPv6)
can be directly issued in RIR portals. However, most organizations
managing those prefixes in RIR portals appear not to be aware of
RPKI, as they have not issued any ROA in the last 12 months.
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Combining the results of our ROA planning tool with the im-
proved understanding of RPKI adoption stages and barriers provides
guidance for targeted recommendations and actions that can en-
courage RPKI adoption for different organizations. We hope that
our findings, dataset, and tools will inform future research, guide op-
erational management, and encourage collaborative improvements
across the Internet community to realize the full potential of RPKI.
We argue that the security and stability of the Internet’s routing
infrastructure depend on broad, consistent, and correct RPKI adop-
tion. Achieving this goal will require ongoing technical innovation,
community engagement, and the development of effective policies.
Our work provides a foundation for these efforts by identifying key
obstacles, proposing practical solutions, and offering a roadmap for
accelerating RPKI deployment worldwide.
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B Appendix
B.1 ru-RPKI-ready User-Interface
The current user interface of ru-RPKI-ready consists of four tabs
that allow users to search for specific IPv4 or IPv6 prefixes, ASNs
that originate prefixes in BGP, organizations that hold address space,
and a list of ROAs that need to be created to secure a prefix with a
covering ROA.

For each prefix, we provide information on the Direct Owner,
Delegated Customers, Origin ASN(s), and a list of tags generated by
the platform. For a given ASN, we offer details about the owning
organization as well as the list of prefixes originated by that ASN
and the ROA coverage for those prefixes. Additionally, we provide
a list of organizations whose prefixes originate from the ASN. This
data will be useful for studying the prefixes that the ASN originates,
but cannot issue ROAs for. We also provide a “Generate ROA” page
that lists a set of ROAs that must be created for a given prefix. The
list should be followed serially to avoid the risk of invalidating
routed sub-prefixes.
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Figure 15: Visibility of routed IPv4 prefixes by RPKI status; RPKI Invalid
prefixes have significantly lower visibility; Data: 1 April, 2025

Figure 13: ru-RPKI-ready UI (search results for ASNs)

Figure 14: ru-RPKI-readyUI (generating ROA configurations)

B.2 ru-RPKI-ready Tags
In this section, we describe the tags assigned to prefixes and orga-
nizations in ru-RPKI-ready.

• RPKI Valid/Not Found/Invalid/Invalid, more-specific:
The RPKI status of a prefix-origin pair.

• (Non) RPKI-Activated Prefix: Denotes if the prefix is (not)
exclusively present in an RC owned by the RIR

• Leaf Prefixes: Prefixes that do not have a routed sub-prefix
• Covering Prefixes: Prefixes with a routed sub-prefix
• Reassigned: Address blocks in which a part or the complete
address space has been reassigned or further sub-allocated
to a customer

• Internal/External Covering Prefixes: Prefixes in which a
routed sub-prefix is owned by the same organization or has
been reassigned to a customer

• Legacy: The prefix is part of the legacy address space
• (L)RSA/Non-(L)RSA: Denotes if the prefix belongs to an
organization that has signed an RSA or LRSA with ARIN for
the address block

• Large/Medium/Small Org: An organization is categorized
as Large if it is in the top 1 percentile of organizations in
terms of the number of routed prefixes. If the organization is
not in the top one percentile but owns more than one routed
prefix, it is categorized as Medium. Organizations that own
only one routed prefix are considered Small organizations.

• Organization Aware: The organization routed at least one
directly-allocated ROA-covered address block in the past
year

• Same/Diff SKI (Prefix, Origin ASN): Denotes if the prefix
and ASN are present in the same RPKI Resource Certificate
or different. Presence in the same certificate indicates that a
single entity owns both the prefix and the origin ASN and
hence has more control over the routing operations.

B.3 Impact of Route Origin Validation on the
visibility of BGP prefixes

The RPKI status of a prefix has a significant impact on its global
visibility. BGP origin hijacks or sub-prefix hijacks targeting ROA-
covered prefixes result in the announcements becoming RPKI In-
valid. The major transit providers deploying ROV drop these invalid
announcements and limit their spread and impact, resulting in their
low visibility. In Figure 15, we can observe that more than 90% of
RPKI-Valid and RPKI-Not Found prefixes have a visibility of more
than 80% i.e., they are observed by more than 80% BGP route col-
lectors. In contrast, less than 5% of the RPKI-Invalid prefixes have a
visibility of more than 40%. Thus, the deployment of ROV among
the large Tier-1 networks has s significant impact on the propaga-
tion of RPKI-Invalid prefixes.
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